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Introduction
Paolo Magri

Throughout history, violent political groups have exploited
available means of communications to promote their cause, en-
gage with their audiences and oppose their adversaries.

Clearly, in our age the internet offers tremendous opportuni-
ties for violent extremists across the ideological spectrum and at
a global level. In addition to propaganda, digital technologies
have transformed the dynamics of radical mobilisation, recruit-
ment and participation. At least in the West, few cases of jihad-
ist radicalisation completely lack a web component, including
occasional viewing of extremist propaganda.

The study of the dynamics and trends of violent extremism
on the internet are particularly relevant to the current evolution
of the jihadist threat. While at first sight the collapse of the
“caliphate” in Syria and Iraq, the death of Abu Bakr al-Baghda-
di in 2019, and the decrease in the number of jihadist attacks
in the West since 2017 could suggest violent extremism has
entered a phase of relative decline, the web remains a crucial
means for radical propaganda, mobilisation, planning attacks
and financing.

Even though the jihadist threat has seemingly declined, the
danger exists of the internet being an environment where radi-
cal messages can survive and even prosper. Online militants and
sympathisers are still difficult to counter and continue to repre-
sent a critical part of the extremist threat. The vast availability
of diverse digital platforms and the continuous development of
technology have allowed extremists to rapidly adapt and employ
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new communication techniques. However, this does not imply
the virtual sphere can replace the real world; rather, online and
offline dynamics can complement one another.

Against this background, this ISPI report aims to investi-
gate the current landscape of jihadist online communication,
including original empirical analysis. In doing so, the volume
does not interpret the internet as a shapeless monolith but tries
to highlight the opportunities and limitations of different digi-
tal platforms. It also explores the current Italian-language jihad-
ist scenario, thus filling a gap in the analysis of this phenome-
non. Specific attention is also placed on potential measures and
initiatives to address the threat of online violent extremism.

In the opening chapter Francesco Marone examines the rela-
tionship between violent extremism and the tools made avail-
able by digital communication technologies. Clearly, this rela-
tionship is anything but new. Back in the 1980s, U.S. far-right
militants were the first to grasp the potential of the internet, but
its use has increased dramatically since then. Traditional “stat-
ic” websites were initially replaced by forums and chat rooms,
then by social media and finally by encrypted messaging appli-
cations. In particular, this chapter covers six areas of applica-
tion for violent extremism: cyberattacks; dissemination of op-
erational instructions; hacking and “doxing”; recruitment and
terrorist “virtual entrepreneurship”; propaganda; and financing,.

Torres Soriano puts the spotlight on seven “premises” for
how jihadist activism has materialised on the internet and what
to expect in the coming years. The author highlights not only
the strengths of the web, but also its less evident dilemmas and
vulnerabilities: the influence of the medium on the key fea-
tures of online activism; the complex relationship between web
presence and engagement in armed jihad in the real world; the
inclination of terrorists to become “early adopters” of internet
innovations; the dynamics of “Darwinian negative selection”
on the web that favour the most sophisticated extremists; and
the consequences of the fact the number of people in terrorist
organisations in charge of propaganda tasks is usually small.
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Terrorist groups such as so-called Islamic State (IS) quick-
ly understood the potential of social media to broadcast their
propaganda and gain support. The chapter by Colombo pro-
vides an original empirical analysis of Arab-speaking users” dis-
course about IS on Twitter with a view to identifying the most
recurrent arguments for and against this organisation. There is
also an exploration of the issue of political and religious lead-
ership in the Muslim world, a crucial aspect for IS given that,
since the proclamation of its “caliphate” in 2014, this organi-
sation, unlike other terrorist groups, has presented itself as the
political and religious authority of the entire Sunni community.

As Fisher and Prucha emphasise in their chapter, for jihadist
groups the online material in Arabic is particularly important
because it tends to carry greater authority and is also more ex-
tensive than for other languages. Their contribution provides
an evidence-based analysis of what jihadist networks share on
Telegram (arguably the favoured online platform for jihadists
over the last few years) through a content analysis of an Arabic-
language IS core channel which collectively has over 111,000
pages. The authors show the jihadist movement thrives on
lengthy documents that set out the movement’s theology, be-
liefs and strategy. They further highlight why examining this
content matters in order to understand persistent online pres-
ence of jihadists and the outlook for their real-world survival.

Mazzoni presents an original in-depth analysis of the Italian-
language jihadist scene on Telegram, a topic that has received
little attention so far. In particular, the author analyses one of
the main Italian-language propaganda channels affiliated with
the Islamic State and compares its activity to that of its more
developed counterparts in French and English. The chapter also
tries to outline the possible development of the Italian-language
channels that translate the material produced by IS and its afhil-
iates, taking into account the organisation’s recent territorial de-
feats and the simultaneous decrease in its propaganda material.

As Lombardi and Plebani emphasise in their chapter, IS has

been showing signs of profound transformation since 2017,
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through an evident change in strategies and communication
practices. This contribution explores this interesting period of
change, which may be read through the “caliphate’s” communi-
cation products, in the belief that this change has led to a “leg-
acy of Islamic State” that defines the ongoing, enduring threat
of jihadist terrorism.

The last chapter by Bishop and Macdonald focuses on the
response to the threat of online extremist content. It is well-
known that in the past few years regulatory measures have been
imposed that require social media companies to do more to
remove terrorist content from their platforms. The chapter ex-
amines what form these measures should take, under the prem-
ise that there is no one-size-fits-all measure. In particular, the
authors argue that efforts to remove online terrorist content
should target the whole of the social media ecosystem, not just
the social media giants.

Recognising the salience of this ever-changing environment,
this ISPI report intends to provide an original, in-depth and
updated analysis of online violent extremism, with the aim of
presenting important points for reflection on the phenomenon
in the West (including Italy) and beyond.

Digital communication technologies can offer ample oppor-
tunities for violent extremists, but at the same time they pro-
vide formidable instruments to confront the threat and even to
promote alternative visions.

Paolo Magri
ISPI Executive Vice President and Director



1. Violent Extremism and the Internet,
Between Foreign Fighters
and Terrorist Financing

Francesco Marone

This introductory chapter aims to concisely examine the current
relationship between violent extremism and the tools offered by
digital communication technologies', particularly the Web.

As is well-known, the internet has become a crucial environ-
ment for violent extremism and for terrorism across the ideo-
logical spectrum. It is worth recalling that US far-right mili-
tants were the first to grasp the potential of the internet back in
the 1980s. Since then its use has increased dramatically. Over
time, traditional extremist websites have been replaced by fo-
rums and chat rooms?, then social media and finally encrypted
messaging applications (“apps”). In the future the so-called dark
web? could represent a new frontier.

With regard to jihadist extremism, in recent years online
propaganda and communication has moved to a large extent

! A. Meleagrou-Hitchens, A. Alexander and N. Kaderbhai, “The impact of dig-
ital communications technology on radicalization and recruitment”, International
Affairs, vol. 93, no. 5, 2017, pp. 1233-1249.

2 A. Zelin, The State of Global Jibad Online: A Qualitative, Quantitative, and Cross
Lingual Analysis, New America Foundation, 2013. See also Torres Soriano’s chap-
ter in this volume.

* See G. Weimann, “Going Dark: Terrorism on the Dark Web”, Studies in Conflict
& Terrorism, vol. 39, no., 3, 2016, pp. 195-206.


https://www.tandfonline.com/doi/pdf/10.1080/1057610X.2015.1119546?casa_token=9_6P9MOI688AAAAA:VT_Han_D_ayDC_jL4DlWd-RZMmJq9nTIVH5cMRelZ7H4gnO-2qjDwLHTlsJ4hjKGkZUZ97kd93ag
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from open social media such as Twitter* to more protected ap-
plications such as Telegram’. However, the role of non-encrypt-
ed social networks remains salient for the debate on violent
extremism®.

The continuous search for new online platforms and services
is not surprising. In general, it is evident that the Web offers
huge opportunities to pursue various causes, including radical
ones. In general, compared to more traditional communication
channels, it presents various benefits, including: high level of
anonymity; ease of use; economic convenience; widespread
availability; interactivity (so-called “Web 2.0” and beyond);
difficult control by public authorities; and the possibility to cir-
cumvent the constraints of mainstream media.

For instance, various empirical analyses showed how at the
height of the self-proclaimed “Caliphate” the Web — and, in
particular, social network platforms — had a key role in inform-
ing, inspiring and connecting jihadist foreign fighters headed
for Syria and Iraq’.

On the other hand, the internet is not without problems
even for extremist activism, ranging from the dissonance among

* JM. Berget and J. Motgan, The ISIS Twitter Census: Defining and Describing the
Population of ISIS Supporters on Twitter, Analysis Paper, Brookings Institution,
2015; A. Alexander, Digital Decay? Tracing Change over Time among English-Langnage
Islamic State Sympathizers on Twitter, Report, Program on Extremism at George
Washington University, 2017.

> N. Prucha, “IS and the Jihadist Information Highway — Projecting Influence
and Religious Identity via Telegram”, Perspectives on Terrorism, vol. 10, no. 6, 2016,
pp- 48-58; M. Bloom, H. Tiflati and J. Horgan, “Navigating ISIS’s preferred plat-
form: Telegram”, Terrorisms and Political Violence, vol. 31, no. 6, 2019, pp. 1242-
1254. See also chapter 3 by Ali Fisher and Nico Prucha, and chapter 5 by Valerio
Mazzoni in this volume.

¢ See chapter 4 by Matteo Colombo in this volume.

" In particular, J.A. Carter, S. Maher and PR. Neumann, #Greenbirds: Measuring
Importance and Influence in Syrian Foreign Fighter Networks, Report, International
Centre for the Study of Radicalisation and Political Violence (ICSR), 2014; J.
Klausen, “Tweeting the Jihad: Social Media Networks of Western Foreign
Fighters in Syria and Iraq”, Studies in Conflict and Terrorism, vol. 38, no. 1, 2015,
pp. 1-22.


https://www.brookings.edu/research/the-isis-twitter-census-defining-and-describing-the-population-of-isis-supporters-on-twitter/
https://www.brookings.edu/research/the-isis-twitter-census-defining-and-describing-the-population-of-isis-supporters-on-twitter/
http://www.terrorismanalysts.com/pt/index.php/pot/article/view/556/1102
http://www.terrorismanalysts.com/pt/index.php/pot/article/view/556/1102
https://icsr.info/wp-content/uploads/2014/04/ICSR-Report-Greenbirds-Measuring-Importance-and-Infleunce-in-Syrian-Foreign-Fighter-Networks.pdf
https://icsr.info/wp-content/uploads/2014/04/ICSR-Report-Greenbirds-Measuring-Importance-and-Infleunce-in-Syrian-Foreign-Fighter-Networks.pdf
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“keyboard warriors” who promote action in the real world with-
out putting it into practice to difficulties in maintaining control
and discipline for terrorist organisations®.

Clearly, the Web can perform different functions for extrem-
ists and terrorists. This chapter will present and discuss six areas
of application, in decreasing order of proximity to the actual
use of violence: 1) cyberattacks; 2) dissemination of operational
instructions; 3) hacking and “doxing”; 4) recruitment and ter-
rorist “virtual entrepreneurship”; 5) propaganda; 6) financing.

Cyberattacks

When one thinks about terrorism and cyberspace in our time,
it is perhaps natural to consider the possibility that terrorist
groups such as the so-called Islamic State (IS) or al-Qaeda could
launch attacks, even on a large scale, directly through the Web.
Outside of the world of terrorism, destructive cyberattacks,
such as those on Iran in the late 2000s or on Ukraine in June
2017, have already indicated the seriousness that certain op-
erations can have in the real world’. Furthermore, there may
also be the risk of a connection between violent extremism and
transnational organised criminal networks'’.

Although there has not yet been anything which can vaguely
resemble a “cyber 9/117, it is clear that extremist groups could
be interested in taking advantage of the internet for offensive
actions. Of particular importance would be the case of the so-
called Islamic State or Daesh, which has already demonstrated
on several occasions its skills in conducting relevant activities
on the internet.

8 See chapter 2 by Manuel R. Torres Sotiano in this volume.

? Cf. E Rugge (ed.), Confronting an “Axis of Cyber”?: China, Iran, North Korea, Russia
in Cyberspace, Milan, Ledizioni-ISPI, 2018.

F. Bosco and M. Becket, Transnational organized crime and violent extremist organisa-
tions: Which links?, Commentary, ISPI, 16 July 2018.


https://www.ispionline.it/sites/default/files/pubblicazioni/cyber_def_web2.pdf
https://www.ispionline.it/sites/default/files/pubblicazioni/cyber_def_web2.pdf
https://www.ispionline.it/en/pubblicazione/transnational-organized-crime-and-violent-extremist-organisations-which-links-20966
https://www.ispionline.it/en/pubblicazione/transnational-organized-crime-and-violent-extremist-organisations-which-links-20966

Violent Extremism and the Internet 13

However, compared to reality, today the effects of “cyber-
terrorism” appear to be inflated in many respects. In fact, so
far terrorist groups have shown neither the intention nor the
capability to launch destructive cyberattacks. On the one hand,
the intention to use these methods is not well-documented: few
groups appear to have genuinely expressed the intent to target
critical networks or national infrastructure using cyberattacks.
On the other hand, the undeniable experiences and skills of
terrorist groups such as IS in the sphere of online propaganda
and communication do not necessarily transfer to the ability to
launch destructive cyberattacks''.

Additionally, in general, claims of responsibility for targeted
efforts in the virtual arena are not always identifiable. In the real
world, a group can “lie about terrorism”'* in different ways: by
taking credit for an attack it did not commit, by disclaiming an
attack it actually committed and also by falsely blaming an at-
tack (regardless of whether it actually committed it) on another
actor.

As is well-known, the “attribution problem” is even more
serious in cyberspace”. For example, cyber groups that ap-
pear associated with an extremist or terrorist organisation are
not necessarily connected to that organisation'®. On the one
hand, an actor could make some malicious online activities ap-
pear to be by other actors, including extremist organisations,
to their detriment (or at the very least not in their interest), in
the context of false flag operations. For example, in October
2018 British authorities claimed that the virtual group called

! R. Bernard, “These are not the terrotist groups you're looking for: An assess-
ment of the cyber capabilities of Islamic State”, Journal of Cyber Policy, vol. 2, no.
2, 2017, pp. 255-265.

2 E.M. Kearns, B. Conlon, and J.K. Young, “Lying about tertorism”, Studies in
Conflict & Terrorism, vol. 37, no. 5, 2014, pp. 422-439.

13 See, among others, T. Rid and B. Buchanan, “Attributing cyber attacks”, Journal
of Strategic Studies, vol. 38, no. 1-2, 2015, pp. 4-37.

" A. Alexander and B. Clifford, “Doxing and Defacements: Examining the
Islamic State’s Hacking Capabilities”, CTC Sentinel, vol. 12, no. 4, April 2019, pp.
22-28 (p. 24).


https://www.tandfonline.com/doi/full/10.1080/1057610X.2014.893480
https://ctc.usma.edu/doxing-defacements-examining-islamic-states-hacking-capabilities/
https://ctc.usma.edu/doxing-defacements-examining-islamic-states-hacking-capabilities/
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“CyberCaliphate” was actually associated with the Russian mil-
itary intelligence service®.

On the other hand, especially since extremist groups are able
to inspire other actors from a distance without direct contacts,
even white lies “for the good” are possible: for example, cyber
groups that appear associated with a terrorist organisation, such
as IS, are not necessarily connected with that organisation even
if they conduct campaigns that (should) benefit that organisa-
tion and its leadership. These lies “for the good” may not always
be appreciated: for example, the “caliphate” already formally
disassociated itself from pro-1S cyber collectives'®.

Dissemination of Operational Instructions

The use of the internet for terrorism also includes the provi-
sion of operational instructions: information for carrying out
attacks with explosive devices or with other weapons or tools
(including everyday objects, such as knives), but also instruc-
tions about operational security (in particular, on how to avoid
detection offline and above all online)’.

In general, with the exception of simple low-tech actions, the
preparation and execution of terrorist attacks requires not only,
to use the language of organisational studies, a formal “explicit
knowledge”, but also a “tacit knowledge”, which is not codi-
fied and difficult to express and transfer's. Michael Kenney"

5 Government of the United Kingdom, “UK exposes Russian cyber attacks”,
Press release, 4 October 2019.

' R. Bernard (2017), p. 258.

7 B. Clifford, “Trucks, Knives, Bombs, Whatever”: Exploring Pro-Islamic State
Instructional Material on Telegram”, CTC Sentinel, vol. 11, no. 5, 2018, pp. 23-29
(p. 20).

8 B.A. Jackson, “Technology Acquisition by Terrorist Groups: Threat
Assessment Informed by Lessons from Private Sector Technology Adoption”,
Studies in Conflict and Terrorism, vol. 24, no. 3, 2001, pp. 183-213.

¥ M. Kenney, “Beyond the Internet: Métis, Techne, and the Limitations of
Online Artifacts for Islamist Terrorists”, Terrorism and Political 1iolence, vol. 22,


https://www.gov.uk/government/news/uk-exposes-russian-cyber-attacks
https://ctc.usma.edu/trucks-knives-bombs-whatever-exploring-pro-islamic-state-instructional-material-telegram/
https://ctc.usma.edu/trucks-knives-bombs-whatever-exploring-pro-islamic-state-instructional-material-telegram/
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adopted a similar distinction between two types of knowledge:
the abstract and universal zechne and the practical and specific
metis which adheres to different local contexts. Metis is a type of
knowledge that is gradually acquired with experience. Jihadist
and other extremist militants operating in hostile environ-
ments, such as Western societies after 9/11, have to resort to a
range of precautions and restrictions that can have the effect of
reducing opportunities for the accumulation of such practical
knowledge. For instance, suicide attacks — acts of violence that,
if successful, by definition can only be carried out once — pre-
vent learning from trial and error, at least in the case of lone
actors or at least autonomous cells with a low level of labor
division®.

In this context, the internet may not be a reliable source of
operational knowledge for terrorists; it offers general informa-
tion in terms of abstract fechne, but it can hardly convey that
practical knowledge in terms of métis that one learns with train-
ing and practice in the real world.

Overall, the practical information available on the Web is
frequently introductory and generic, in part because the au-
thors and users of the various platforms know that they may be
monitored by intelligence services and law enforcement agen-
cies?’. In many cases the instructions actually available are only
useful if the would-be terrorists already have technical skills.
Online indications for carrying out terrorist attacks are not in-
frequently flawed, when not spoiled by errors, including egre-
gious ones™.

no. 2, 2010, pp. 177-197; Idem, “Dumb’ Yet Deadly: Local Knowledge and Poor
Tradecraft Among Islamist Militants in Britain and Spain”, Szudies in Conflict and
Terrorism, vol. 33, no. 10, 2010, pp. 911-932.

» F Marone, La politica del terrorismo suicida, Soveria Mannelli, Rubbettino, 2013.
21 See M.R. Torres Soriano, “The Vulnerabilities of Online Terrorism”, Studies in
Conflict and Terrorism, vol. 35, no. 4, 2012, pp. 263-277.

2 See A. Stenersen, “The Internet: A Virtual Training Camp?”, Terrorism and
Political Violence, vol. 20, no. 2, 2008, pp. 215-233; M. Kenney, Beyond the Internet,
cit., pp. 188-191.


https://www.tandfonline.com/doi/pdf/10.1080/09546550801920790?needAccess=true
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For example, even today, plotters without relevant offline
contacts may find difficult and dangerous to synthesise explo-
sive compounds such as TATP (triacetone triperoxide) and
then to construct a bomb that really works: the Parsons Green
training bombing in London on 15 September 2017, which
provoked no fatal casualties, can be considered a good example
in this respect®.

In this field, Telegram has played a major role in recent years.
On this free platform, unlike in other messaging services, us-
ers can benefit from encrypted messages, remarkable file-shar-
ing capabilities, and the opportunity to publish material in
various file formats and house it internally on the platform.
Furthermore, Telegram has been generally criticised for its re-
luctance to regulate extremist content. Thus, it is not surprising
that, in addition to purposes linked with propaganda and re-
cruitment, Telegram has been extensively used to disseminate
operational instructions as well.

In relation to English-language material, mainly directed
at a Western audience, as a recent work noted?, the so-called
Islamic State has rarely released official attack-planning mate-
rial, except for low-tech attacks (stabbings, vehicular assaults,
etc.). Thus, a large proportion of instructional manuals dis-
tributed by IS supporters on Telegram are actually replicas of
instructions developed by al-Qaeda (in particular, nspire, the
notorious English-language magazine published by al-Qaeda
in the Arabian Peninsula, AQAP) or other jihadist groups, or
even sources external to the broader jihadist movement. In fact,
these operational materials can of course be used in order to
pursue different militant causes, regardless of their original au-
thors and creators.

2 B, Clifford (2018), p. 26.
2 Thid.
2 Thid.
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Hacking and Doxing

Another significant threat is represented by hacking and so-
called “doxing” (or “doxxing”), that is the practice of gathering
and disclosing an individual’s personally identifiable informa-
tion (PII) online for different purposes, particularly with the
intent of inflicting harm.

To mention one salient example, beginning in April 2015,
Ardit Ferizi*®, a Kosovar hacker who studied computer science
in Malaysia, acquired direct contacts with Islamic State mili-
tants in Syria, including Junaid Hussain, the notorious British
online propagandist and influencer (killed by a US drone strike
in late August 2015). Ferizi provided support to the jihadist
organisation by transmitting PII of US and Western European
citizens he had obtained by illegally accessing customer records
databases of a US company. This list was published by Hussain
on 11 August 2015. Ferizi was finally arrested in Kuala Lumpur
in September 2015 and extradited to the United States where
he was sentenced to 20 years in prison in September 2016.
Ferizi’s hacking efforts resulted in “the publication of one of the
best-known ‘kill lists’ released by Islamic State sympathizers,
and to date, it remains one of the more sophisticated computer
network operations on behalf of the group™”.

Another, less sophisticated example of doxing comes from
Italy. In 2015, several jihadist-inspired Twitter accounts called
for the targeting of ten Italian law enforcement officers, indi-
cating personal data, phone numbers and addresses; this infor-
mation was presumably retrieved from open sources and it was
in many cases partial and/or incorrect. In addition, a document
calling for the “conquest of Rome”, a slogan widely used by ji-
hadist groups®, was also circulated from one of these accounts.
Meriem Rehaily, a young woman of Moroccan origin, living

* A. Alexander and B. Clifford (2019), pp. 22-28 (pp. 23-24).

7 Ibid., p. 24.

# F. Marone and M. Olimpio, “Conguisteremo la vostra Roma”. I riferimenti all Ttalia e
al Vaticano nella propaganda dello Stato Islamico, Working Paper, ISPI, 2018.


https://www.ispionline.it/it/pubblicazione/conquisteremo-la-vostra-roma-i-riferimenti-allitalia-nella-propaganda-dellis-19744
https://www.ispionline.it/it/pubblicazione/conquisteremo-la-vostra-roma-i-riferimenti-allitalia-nella-propaganda-dellis-19744
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in the province of Padua (North-Eastern Italy), was behind
these accounts. In July 2015, Rehaily left for Syria to join IS%,
thanks to online contacts. In the territory of the self-proclaimed
“Caliphate” she reportedly deployed her good computer skills,
carrying out propaganda and proselytising activities for the ji-
hadist organisation. In December 2017 she was sentenced in
absentia to 4 years in prison for terrorist association.

The different experiences of Ferizi and Rehaily clearly show
that the level of sophistication in doxing efforts can be high-
ly variable: while Faridi was able to breach the servers of a
private company, Rehaily presumably collected open-source
information.

The degree of connection with a terrorist organisation is also
variable. Rehaily had probably no direct links with relevant IS
members in the Levant before she left Italy in 2015. For his
part, Faridi was not a full member of the organisation but ac-
quired contacts with prominent Islamic State militants in Syria.
By contrast, towards the other extreme of this continuum, the
aforementioned Junaid Hussain (aka Abu Hussain al-Britani)?°,
after joining IS, supported hacking-related efforts under the
banner of the “Islamic State Hacking Division”, ISHD (a hack-
ing collective that however has not been officially recognised
by IS). In particular, in March 2015, Hussain posted a kill list
including US military personnel.

In general, doxing efforts and the dissemination of hit lists
may be attractive to aspiring online operatives because they
are relatively feasible, even without expert-level hacking skills,
and can instigate fear. In addition to promoters of these doxing

# . Marone, Italy’s [ibadists in the Syrian Civil War, Research Papet, The International
Centre for Counter-Terrorism — The Hague (ICCT), 2016. See also F. Marone
and L. Vidino, Destination Jibad: Italy’s Foreign Fighters, The International Centre
for Counter-Terrorism — The Hague (ICCT) in partnership with ISPI and the
Program on Extremism at George Washington University, 2019.

3'N. Hamid, “The British Hacker Who Became the Islamic State’s Chief Terror
Cybercoach: A Profile of Junaid Hussain”, CT'C Sentinel, vol. 11, no. 4, April
2018, pp. 30-39.


https://icct.nl/wp-content/uploads/2016/08/ICCT-Marone-Italys-Jihadists-in-the-Syrian-Civil-War-August2016-1.pdf
https://icct.nl/wp-content/uploads/2019/03/Marone-Vidino-Italys-Foreign-Fighters-March2019.pdf
https://ctc.usma.edu/british-hacker-became-islamic-states-chief-terror-cybercoach-profile-junaid-hussain/
https://ctc.usma.edu/british-hacker-became-islamic-states-chief-terror-cybercoach-profile-junaid-hussain/
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efforts, extremist sympathizers can also offer their contribution
by reposting these hit lists and by providing additional infor-
mation and instructions. This type of contribution usually re-
quires even less skills and resources’.

It is worth recalling that the use of online hit lists is not
limited to jihadist extremism. Back in the 1990s US extrem-
ist anti-abortion activists secured abortion providers’ PII and
published them as an alleged hit list on the Web. On the other
hand, to mention a recent example, the name of Walter Liibcke,
the German local politician who was assassinated at his home
by a neo-Nazi activist on 2 June 2019, appeared on an online
neo-Nazi hit list and his private address was published on a far-

right blog™.

Recruitment and Terrorist
“Virtual Entrepreneurship”

The Web can also play a key role in the recruitment of extrem-
ists and terrorists. In particular, the interesting and worrying
practice of terrorist “cybercoaching” deserves particular atten-
tion. We know in fact that extremist “virtual planners” (also
known as “virtual entrepreneurs”) can target and guide unaffil-
iated radical sympathizers remotely, only via the Web, in par-
ticular through the use of encrypted applications.

One of IS’s best-known virtual planners was Rachid Kassim, a
former rapper from the French city of Roanne, who was report-
edly killed in July 2017 in Mosul, Iraq. His Telegram channel
helped guide several recruits in carrying out attacks in France.
Another European foreign fighter, the aforementioned Junaid
Hussain, enabled at least six terrorist operations in Europe and
the United States.

1 A. Alexander and B. Clifford (2019), pp. 24-26.
2 K. Bennhold, “A Political Mutrder and Fat-Right Terrotism: Germany’s New
Hateful Reality”, The New York Times, 7 July 2019.
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In fact the phenomenon of “virtual entrepreneurship” was
also exported to the other side of the Atlantic. According to an
article published in 2017 by Hughes and Meleagrou-Hitchens,
out of a total of 38 IS-inspired domestic plots and attacks in the
United States between 1 March 2014, and 1 March 2017, at
least eight (21%) involved some form of digital communication
with virtual entrepreneurs. In addition, they were also involved
in at least six other terrorism-related cases, including assisting
with logistics related to traveling to join the Islamic State®. In
America the most sustained efforts came from a group based in
Raqqa, Syria, which the FBI has nicknamed “the Legion”. The
most prominent member of the group was Junaid Hussain.

As the same authors remarked, “to some extent, the emer-
gence of virtual entrepreneurs represents a hybrid between what
are commonly seen as the two previous manifestations of the
jihadist terrorist threat to the West: networked and inspired
lone-attacker plots™*, combining some advantages of both. In
general terms, virtual entrepreneurship can be effective, does
not require extensive resources and reduces the risk of being
identified and stopped by the authorities.

In general, today the role of the Web for extremist radicali-
sation and recruitment is crucial. However, it is important to
keep in mind that offline interactions in physical networks are
often still essential, especially in the most advanced stages of the
processes of radicalisation®.

» Hughes and A. Meleagrou-Hitchens, “The Threat to the United States from
the Islamic State’s Virtual Entrepreneurs”, CTC Sentinel, vol. 10, no. 3, March
2017, pp. 1-8 (p. 1).

3 Ibid.

% See L. Vidino, F. Marone and E. Entenmann, Fear Thy Neighbor: Radicalization
and Jibadist Attacks in the West, Forwords by B. Hoffman and M. Ranstorp, Report,
ISPI in partnership with the International Centre for Counter-Terrorism — The
Hague (ICCT) and the Program on Extremism at George Washington University,
2017.
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Propaganda

As is well-known, the use of the Web has played a crucial role in
the communication strategy of different extremist groups, in-
cluding terrorist organisations, and several pages in this volume
are devoted to this subject.

Understandably, in recent years much attention has been
paid to the so-called Islamic State. IS is of course not the first
armed group to have made strategic use of modern media, but
its level of sophistication has proven unprecedented. Thanks
to the technological and communication skills of some of his
militants, it has built and institutionalised a vast and complex
propaganda machine capable of attracting at least spectators, if
not active sympathizers and militants, all over the world.

IS’s propaganda campaign combines official publications
with unofficial, self-produced content. In fact, on the one hand,
in order to create and disseminate its propaganda products (vid-
eos, audio, images, magazines, songs, even Videogames, etc.),
the organisation has made use of highly professional commu-
nication structures. On the other hand, it can also count on a
large number of sympathizers who independently produce and
spread messages in support of the self-proclaimed “Caliphate”,
usually via the Web.

Opverall, extremists have proved to be able to adapt chang-
ing circumstances and new constraints. In particular, over
time, jihadists have progressively moved to encrypted messag-
ing platforms. As has been noted”, from 2013 to 2015-2016

3 The literature on IS’s propaganda is vast. See, among others, A.Y. Zelin,

“Picture or it didn’t happen: A snapshot of the Islamic State’s official media out-
put”, Perspectives on Terrorism, vol. 9, no. 4, 2015, pp. 85-97; C. Winter, The Virtual
‘Caliphate’: Understanding Islamic State’s Propaganda Strategy, Quilliam Foundation,
2015; H. Ingram, “An analysis of Islamic State’s Dabiq magazine”, Australian
Journal of Political Science, vol. 51, no. 3, 2016, pp. 458-477; C. Winter, “Apocalypse,
later: a longitudinal study of the Islamic State brand”, Critical Studies in Media
Communication, vol. 35, no. 1, 2018, pp. 103-121

7 In patticular, C. Wintet, Researching Jibadist Propaganda: Access, Interpretation, and
Trauma, Resolve Network Researching Violent Extremism Series, May 2019,
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their propaganda was easily accessible to potentially anyone on
mainstream platforms, especially Twitter, with a view to max-
imising their visibility. However, since mid-2015, in front of
the reaction of governments and technology corporations, ji-
hadists started to favor other, lesser-known, and less-accessible
platforms, particularly Telegram.

In turn, from the summer of 2016 onwards, Telegram start-
ed to become less hospitable to jihadist groups and their sup-
porters: dissemination channels that were once public started
to become private, and their accessibility has decreased almost
exponentially since’®. However, the platform has not been
abandoned®.

In general terms, building on social movement theory, it can
be argued that propaganda and rhetoric of extremist groups,
t00, is associated with three “framing” stategies (so-called “core
framing tasks”)*: 1) “diagnostic” framing deals with the iden-
tification of the problem and its source; 2) “prognostic” fram-
ing promotes the solution to the problem; 3) “motivational
framing” presents the rationale for action, including the call to
arms®’.

Propaganda by extremists is often based on narratives®, or
systems of stories, which together provide an apparently

pp- 2-3.

¥ Ibid., p. 7.

¥ The otiginal contributions by Ali Fischer and Nico Prucha (chapter 3) and
Valerio Mazzoni (chapter 5) in this volume provide empirical analysis precisely
on IS-linked propaganda on Telegram, respectively in Arabic and in Italian.

¥ D.A. Snow et al., “Frame alignment processes, micromobilization, and move-
ment participation”, American Sociological Review, vol. 51, no. 4, 19806, pp. 464-481;
R.D. Benford and D.A. Snow, “Framing processes and social movements: An
overview and assessment”, Annual Review of Sociology, vol. 26, 2000, pp. 611-639.
1 See, among others, E. Marone, “Examining the Narratives of Radical Islamists
and Other Extremely Violent Groups: The Case of the ‘Islamic State”, in M.
Martellini and J. Rao (eds), The Risk of Skilled Scientist Radicalization and Emerging
Biological Warfare Threats, Amsterdam, 10S Press, 2017, pp. 64-73.

* In particulatr, K. Braddock and J. Horgan, “Towards a Guide for Constructing
and Disseminating Counternarratives to Reduce Support for Terrorism”, Studies
in Conflict & Terrorism, vol. 39, no. 5, 2016, pp. 381-404.
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coherent view of the world. Extremist narratives, often en-
dowed with a strong emotional charge, can portray and con-
vey in a concrete and vivid way ideas and values, even abstract
ones, making the radical message more incisive and effective.
Some extremist narratives can be invented from scratch, but
many others represent selective and creative re-interpretations
of events, stories and motifs that already exist in a given cultural
environment (for example, within a religious tradition)®.

In general, extremist propaganda has found fertile ground in
the Web. First of all, online radical content can be consumed
with ease, for free (or at low cost), and potentially at any time.
Moreover, as has been noted, the anonymity on the Web tends
to create a disinhibition effect that can, in turn, foster increased
hostility and polarisation. Additionally, the attendance of on-
line extremist channels can facilitate the isolation of the user
from the surrounding context and the inclusion in closed “echo
chambers” of like-minded people in which radical interests and
beliefs can be further reinforced and amplified, also due to pos-
sible (inadvertent) effects of web algorithms*.

Financing

A further problem is the financing of terrorism and other ex-
tremist activities via the Web. It is evident that, much like legal
organisations, terrorist groups need economic resources to sur-
vive and to conduct their activities, including the preparation
and execution of attacks. In this respect, it is important to note
that in recent years several terrorist actions, at least in Europe®,

# In particulat, see J. R. Halverson, H. L. Goodall, Jt. and S. R. Corman, Maszer
Narratives of Islamist Exctremism, New York. Palgrave Macmillan, 2011; S. Mahood
and H. Rane, Islamist narratives in IS1S recruitment propaganda, in «The Journal of
International Communication», Vol. 23, No. 1, 2017, pp. 15-35.

* In particular, A. Meleagrou-Hitchens, A. Alexander and N. Kaderbhai (2017),
pp. 1238-1241.

P Nessert, A. Stenersen and E. Oftedal, “Jihadi Terrotism in Europe: The IS-
Eftect”, Perspectives on Terrorism, vol. 10, no. 6, 2016, pp. 3-24 (pp. 15-18).
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did not require significant economic resources: in particular,
most low-tech attacks (e.g., stabbings) by lone actors or small
cells are relatively inexpensive.

Terrorist groups can use various sources and methods for
self-financing, from apparently legitimate activities (businesses,
donations, etc.) to illegitimate actions such as crimes, to state
sponsorship.

In these efforts, the internet can play a significant role, main-
ly thanks to its relatively high level of anonymity and ease of
use. Extremist or terrorist groups can solicit funds directly from
their supporters through electronic transfers of money. On-line
fundraising activities can also be based on the participation of
non-profit organisations and charities (that may be either de-
ceptively abused by the extremist group or consciously com-
plicit with it) or the creation and management of genuine front
organisations, also using social media“.

On the other hand, other methods of online financing do
not imply the consent of the source provider (whether it is in-
formed or based on deception)?”. Cybercrime can be a relevant
method in this respect. For example, part of the funding for the
devastating jihadist attacks in London on 7 July 2005 derived
from credit card fraud®.

As for money transfer modes, the use of open-loop prepaid
card and internet-based payment systems can be particularly
troubling®”. Moreover, cybercurrencies, associated with an even
higher level of anonymity and with a decentralised structure,
could represent a new frontier for online terrorist financing.
Overall, this option can present limitations and risks, such as
the rapid and unpredictable fluctuation of virtual currencies.

* B.U. Basaranel, “Online Terrorist Financing”, in M. Conway, L. Jarvis, O.
Lehane, S. Macdonald and L. Nouti (eds.), Terrorists’ Use of the Internet: Assessment
and Response, Amsterdam, IOS Press, 2017, pp. 95-108 (pp. 95-96).

7 Ibid.

# M. Jacobson, “Terrorist financing and the Internet”, Studies in Conflict &
Terrorism, vol. 33, no. 4, 2010, pp. 353-363 (p. 357).

# B.U. Bagaranel (2017).
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However, it is worth mentioning that the Izz ad-Din al-Qassam
Brigades, the armed wing of Hamas, has already developed a
sophisticated campaign to raise funds using Bitcoin, through
its website, available in several languages™.

Conclusion

Despite the collapse of the self-proclaimed Caliphate in Syria
and Iraq, the “legacy” of the so-called Islamic State is still rele-
vant’. Overall, the jihadist cause remains very present on the
Web.

Moreover, serious terrorist attacks such as the massacre in
New Zealand on Friday 15 March 2019 strongly remind us
that terrorism is not only jihadist. In the far-right attacks at two
mosques in Christchurch, the internet (has) had a major role in
publicizing violence, with even a livestream on a social network
website’”. Thus, other forms of radical causes, including far-
right or anarchist violent extremism®, rely heavily on the Web.

In the face of these dangers and challenges, public authori-
ties, companies and civil society organisations are stepping up
their efforts. This struggle against online violent extremism is
complex and demanding and requires targeted initiatives™. On
the other hand, for the reasons outlined above, it is increasingly
relevant.

%' N. Poppet, “Terrorists Turn to Bitcoin for Funding, and They’re Learning
Fast”, The New York Times, 18 August 2019.

3! As chapter 6 by Marco Lombardi and Daniele Plebani argues in this volume.
2 G. Macklin, “The Christchurch Attacks: Livestream Terror in the Viral Video
Age”, CTC Sentinel, vol. 12, no. 6, July 2019, pp. 18-29.

53 See E Marone, “The Rise of Insurrectionary Anarchist Terrorism in Italy”,
Dynamics of Asymmetric Conflict, vol. 8, no. 3, 2015, pp. 194-214.

3 As chapter 7 in this volume by Patrick Bishop and Stuart Macdonald carefully
notes.
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2. Seven Premises
of Jihadist Activism on the Internet

Manuel R. Torres Soriano

Jihadist terrorism has a long history in its relationship with new
information technologies. The popularisation of the internet
occurred in parallel with the expansion of radical content in
cyberspace. By 1996, when access to the internet was still re-
stricted to a few government and educational institutions, there
were already websites dedicated to propagating a jihadist inter-
pretation of the armed conflict in the former Yugoslavia and
Chechnya'.

The course of more than two decades of terrorist activities on
the internet gives us sufficient time perspective to draw some
useful lessons to support strategies to combat this phenome-
non. Although we are referring to a highly diverse universe of
actors, contexts and strategies, it is possible to formulate some
premises on how jihadist activism has materialised on the inter-
net and what should be expected in the coming years.

The Medium Creates the Activist

When analysing the impact of the internet on terrorist violence,
it is common to forget that the internet is a constantly evolving
instrument, and consequently the way in which terrorists relate

! M. Tottes Sotiano, E/ eco del terror. Ideologia y propaganda en el terrorismo yihadista,
Madrid, Plaza & Valdés, 2009.
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to the medium has also changed. This transformation is not due
to a change in strategy on the part of these violent organisa-
tions, but rather to the fact that under the generic term “inter-
net”, we encompass a succession of different technological tools
over a short space of time. Each of these instruments has made
a different type of terrorist activism possible, and has mobilised
different types of individuals as a result®.

When we look at terrorist activism on the internet, it is per-
ceived as a phenomenon which mobilises thousands of radicals.
Through their contributions, they are able to allow radical mes-
sages to remain accessible despite attempts by companies and
governments to eradicate them. However, this massive mobili-
sation has little to do with the beginnings of the terrorist pres-
ence on the internet. In the late 1990s, only a handful of activ-
ists, usually computer literates, were involved in maintaining
the terrorist presence in cyberspace. The reason for this was not
the absence of supporters of these organisations, but the exist-
ence of high barriers to access. The terrorist activism of this era
was limited to a small number of static websites. The creation of
these spaces was a complex task which required programming
knowledge and a great deal of time to manage and update their
content. In this context, the only role for the mass of followers
was to be passive consumers of the content disseminated by
others. The popularisation of blogging services would open the
door for the large mass of internet users to publish their own
content for the first time. However, the main problem with
these platforms as a mechanism for dissemination was their
disconnection from the target audience. The multiple blogs
with terrorist content remained dispersed and had no impact
within the immensity of cyberspace. It was internet forums,
platforms which made the participation of a large number of
supporters of jihadism possible, which had an impact®. The cy-

2 J. Butke, “The Age of Selfie Jihad: How Evolving Media Technology is
Changing Terrorism”, CT'C Sentinel, vol. 9, no. 11, 2006.

* M. Torres Sotiano, “The Dynamics of the Creation, Evolution, and
Disappearance of Terrorist Internet Forums”, International Journal of Conflict and
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ber-jihadists congregated on a few platforms which served as
meeting points to consume the propaganda materials produced
by terrorist organisations, but also as places where forum users
felt relevant through a gamification system which spurred their
participation. However, despite its appearance of horizontality,
the viability of this forum system remained the responsibility of
a small number of activists who assumed a high cost in terms of
effort and commitment.

The democratisation of online terrorism would not take place
until the emergence of the large social networks of the internet.
The appearance of platforms such as YouTube, Facebook and
Twitter removed a large part of the access barriers which had ex-
cluded those activists who did not want to expend the necessary
effort to keep the Jihadist message alive in a hostile environ-
ment. The emergence of this low-intensity activism took place
under the protection of friendly and intuitive services.

The conclusion is that terrorist activism on the internet is not
necessarily the natural destiny of any individual who assumes
radical approaches. This technological tool offers new channels
of action which did not exist before, and therefore broadens the
spectrum of potential activists. However, the ability to mobilise
one person or another within this collective depends not only
on the usefulness which these individuals perceive their actions
to have, but also the cost of their actions in terms of effort. This
explains, for example, the failure of predictions which claimed
there would be a massive outpouring of terrorist presence on the
Deep Web?, despite the fact that, a priori, it met all the condi-
tions to become a new digital sanctuary for terrorism: a space
deliberately created to guarantee the anonymity of its users and
where no state is capable of exercising control. The reality is that
the cost measured in learning effort and need is much more sim-
ilar to Web 1.0, which only mobilised a handful of activists, than
to the massive internet of social networks and mobile devices.

Viiolence, vol. 7, no. 1, 2013, pp. 164-178.
* G. Weimann, “Going Dark: Tetrorism on the Dark Web”, Studies in Conflict &
Terrorism, vol. 39, no. 3, pp. 195-206.
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Substitution Activism Is Viable
Through the Internet

The internet occupies a central place in the process of adopt-
ing the beliefs and values which facilitate violent radicalisation.
While in some cases, it is the only influence which leads an
individual to terrorist militancy, it can also be the initial trig-
ger of a radicalisation which will be fuelled by other kinds of
interactions; in other cases, it will act as a reinforcer and ac-
celerator of a radicalisation which has taken place in an offline
environment’.

The internet can also be seen as an arena where substitu-
tion activism takes place — where radicals carry out a series
of activities which enable them to reinforce their identity as
Muslims committed to jihad. For some individuals, this is a
second option in the face of the impossibility of participating in
other more attractive activities, which are precluded by logisti-
cal difficulties, personal limitations, or the absence of adequate
contacts.

Jihadism is first and foremost a tale of calling for violence.
In its rhetoric, there is a glorification of the virtues of the war-
rior, military comradeship, and of the ultraterrestrial rewards
awaiting those who fight Allah’s enemies. This makes the desire
to become a combatant a priority within the expectations of
radicalised individuals. However, this preference cannot always
be achieved, and other violent alternatives such as participation
in terrorist attacks against the civilian population create more
reticence among potential candidates, because they are more
difficult to rationalise then confronting an armed enemy.

Online activism is a satisfactory alternative for those indi-
viduals who have not been able to realise their plans to travel
to a “battlefront”, or to be part of the militancy of a jihadist
organisation. The internet allows these frustrated combatants to

* B. Ducol et al. Assessment of the state of knowledge: Connections between research on
the social psychology of the Internet and violent extremism, TSAS Working Paper No.
16-05, 2016.
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contribute with their keyboard to a cause which, for the time-
being, they cannot support with weapons. Through cyberspace,
these activists can boost the propaganda action of these organi-
sations, contribute to the recruitment and mobilisation of new
combatants, or strengthen their finances.

Jihadist organisations try to prevent this virtual activism
from being perceived as a second-level commitment. To achieve
this, they have increased the doctrinal production which seeks
to dignify the work of those mujahedin who fight jihad from
the rearguard, emphasising that their contribution is as valuable
as that of those who carry arms®. The growing prestige of online
activism has benefited from the specific advantages of this me-
dium. Ease of access and potential anonymity make it a natural
destination for radicals who decide to temporarily relegate their
determination to use violence.

Understanding how online activism can be a substitute for
and a temporary form of engagement in armed jihad helps us to
better assess the true danger of some of these individuals, who
harbour enough radicalism to participate in the most brutal
crimes.

Online Activism Produces Dissatisfaction

The passage of time produces dissatisfaction in individuals who
project their commitment exclusively through the internet.
Among their most frequent tasks are the editing, translation
and dissemination of propaganda, which cause them to have
a much higher than average exposure to this content. The dis-
course they try to promote seeks to create a mobilising malaise
among the Muslim population, which is accused of remain-
ing impassive in the face of the suffering of its brothers. This
appeal is reinforced by a glorification of martyrdom, which
is presented as the goal to which every good Muslim should

¢ M. Torres Soriano, “Between the Pen and the Sword: The Global Islamic Media
Front in the West”, Terrorism & Political VViolence, vol. 24, no. 5, 2012, pp. 769-786.
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aspire. They are messages which inevitably create a profound
dissonance among these “keyboard warriors”, who perceive that
their way of life hardly resembles what they promote for other
Muslims. Although jihadist propaganda has tried to reduce this
demotivating effect, it has not prevented a large number of cy-
ber-activists from resolving this cognitive dissonance by opting
for violence.

The people affected by this disappointment are not only
those who play a marginal role and feel less gratified by this
online experience, but also those who enjoyed status and rec-
ognition by their community of reference, which theoretically
should have made them less susceptible to this frustration’.

An illustrative example is that of Younis Tsouli, considered
the first cyber-jihadist in history. This UK-based computer sci-
ence student, nicknamed Irhabi 007 (“terrorist 007”), would
become a celebrity within the jihadist subculture on the inter-
net because of his technical skills. The young Moroccan would
become a fundamental link in the propaganda distribution
chain of some of the main jihadist organisations of the time.
Despite being publicly praised by Al-Qaeda in Iraq, his suc-
cessful activism in cyberspace was not able to fulfil his commit-
ment, and he began to consider the possibility of becoming di-
rectly involved in carrying out terrorist attacks. One day before
a group of jihadists carried out the 7 July, 2005 attacks in the
British capital, Younis wrote to his colleagues: “The only thing
that could prevent me from joining the brothers is to attack the
bastards here in London. The sooner the better”®. He would be
arrested shortly afterwards.

This dynamic can be seen very prominently in the con-
stellation of groups based in Europe called Sharia4, a

" M. Torres Sotiano, “The Hidden Face of Jihadist Internet Forum Management:
The Case of Ansar Al Mujahideen”, Terrorisnz and Political 1 7olence, vol. 28, no. 4,
2016, pp. 735-749.

8 S ONeill, “Terrorist 007 ‘was internet propagandist for al-Qae-
da™, The Times, 26 Aptil 2007. https://www.thetimes.co.uk/atticle/
terrorist-007-was-internet-propagandist-for-al-qaeda-3fg0sn6nvn0
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fundamentalist movement with little structure but a great po-
litical and media activism, dedicated to the da‘wa or public
preaching of its literalist and militant interpretation of Islam’.
This group (especially its Belgian and British factions) had an
enormous propaganda activism, always bordering on the limit
between freedom of expression and apologising for terrorism.
Its members, despite being initially regarded by security agen-
cies as mere “charlatans”, would end up massively integrating
themselves into the contingents of combatants who under-
took the trip from Europe to Syria or Iraq to join some of the
multiple jihadist organisations which were fighting the Bashar
al-Assad regime.

Terrorists Need To Be Early Adopters

In business, the term “early adopters” is used to designate those
consumers who are willing to purchase or use the initial ver-
sion of a technological product which has just come onto the
market. Usually these first releases are more expensive than lat-
er versions, and often suffer from design or usability problems
which have gone unnoticed and will not be remedied until the
product is used massively. Despite these disadvantages, there
are consumers who, because of their identification with the
brand, or because they derive much higher than the average
satisfaction, are willing to assume the cost of being pioneers.
For companies, the existence of this small group of enthusiasts
is key, not only because they can draw on their experience to
perfect their products, but also because these early users are the
basis for a wide dissemination of their launches, and ultimately
commercial success.

In pursuit of a different goal, terrorists have also become ear-
ly adopters of internet innovations. Some of them contribute
to the traditional uses of the internet by terrorists, but there is
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another, more important reason: the temporary impunity they
enjoy in these new spaces'’.

The creators of terrorist content on the internet participate
in an endless game of cat and mouse, consisting of evading the
pressure of the different security agencies and companies'’,
reorienting their activities towards those spaces and services
which, due to their novel character, have not yet been incor-
porated into the work routines and strategies of action of their
persecutors. Counterterrorist agencies are bureaucratised bodies
which adapt to change more slowly than other, less formalised
organisations. Institutional inertia means that the allocation of
human and material resources to new fields of action does not
take place in an agile manner, and that the process consumes
a considerable amount of time. It is a reality which contrasts
with the frenetic speed of emergence, development and extinc-
tion of new internet services and applications. This dysfunction
temporarily generates spaces of impunity where radicals operate
with greater security and efficiency.

The advantages of this “early colonisation” have made it pos-
sible to trace terrorist content in products and services which
are in a mature phase or which have a marginal diffusion. The
smaller the human infrastructure supporting such services,
the more likely jihadists are to operate in them relatively trou-
ble-free. The companies in question function like a start-up: a
business idea designed to achieve very rapid success with lim-
ited financial resources. While this happens, the available re-
sources are geared almost exclusively to providing the service
and generating additional revenue. Supervising the terms of use
or satisfying the constant requests for collaboration by the au-
thorities are viewed as expensive distractions from the primary
goal, namely, mass adoption by internet users before financial
paralysis sets in. The undesired effect of this philosophy is that
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the early adopters of these new internet products increasingly
include supporters of jihadism among their ranks.

Although the dynamics of innovation on the internet con-
tinually offer terrorists new windows of opportunity, they are
closing faster. Jihadism is also a victim of its own aggressiveness,
which has accelerated cooperation between counterterrorist
agencies, companies and civil society. The example of Telegram
is very illustrative. The rapid emergence of Jihadist content in
this application forced those responsible to contradict the lib-
ertarian philosophy which inspired the project, according to
which the service did not take charge of controlling the publi-
cations of its users. These were the responsibility of their crea-
tors, and therefore, there would be no suspensions of accounts
or erasure of content. However, the terrorist presence had
become such a toxic element that it compromised Telegram’s
viability, which meant that shortly after the appearance of “of-
ficial” Islamic State channels on the platform, administrators
announced an exception to their policy of non-intervention,
reporting that they had suspended all accounts linked to this
terrorist group and that they would continue to be vigilant in
expelling this content from their servers'?.

Natural Selection Also Affects
Terrorist Activism on the Internet

The most skilful terrorists learn vicariously: they draw inspi-
ration from those experiences they identify as successful (re-
gardless of their origin), and try to correct the mistakes of the
past. This manner of proceeding explains why, in the realm of
the internet, the operational security habits used by today’s cy-
ber-jihadists are much more complex and elaborate than those
of their predecessors. The first steps of terrorism on the internet
were influenced by the vision that this was a wild territory where

2R. Mackey, “Telegram Messaging App Closes Channels Used by ISIS”, The New
York Times, 18 November 2015.
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the presence of governments was minimal, and therefore it was
not necessary to adopt the self-protection measures they used
when using a telephone, moving around or holding a meeting,.
As a consequence of this erroneous perception, even the most
diligent terrorists made carefree use of this new tool, leaving
behind an extensive digital trail whose investigation would end
up forming part of the working routines of security agencies.
Radicals were forced to adopt a whole series of cybersecurity
practices, in the popularisation of which the jihadist websites
and forums would play a vital role, and which devoted more
and more attention to the dissemination of tutorials, tools and
advice aimed at enhancing the anonymity of their followers.

However, all these measures make internet use a complex and
unintuitive activity. Surfing safely requires enormous discipline
and self-control in order not to miss any of the steps which
prevent one’s identity from being compromised. These quali-
ties have not been very frequent among radicalised individuals
who have made use of the internet. In most of them an impul-
sive and unmethodical behaviour has predominated, which has
pushed them to ignore those basic guidelines of self-protection.
As a consequence, in recent decades there has been a Darwinian
process of negative selection, wherein security agencies have be-
come dedicated to neutralising the less capable and disciplined
cyberactivists. As a consequence of this process, the terrorists who
survived this process of natural selection are much more sophis-
ticated than their peers in the past. Unlike what happened in the
period between 2011 and 2015, during which terrorist content
hatched on the big social networks, today it is increasingly rare
that security agencies can reveal the identity of an internet activist
through simple open-source search procedures.

The Size of the Organisations Conditions
Their Propaganda Activity

The rapid rise and territorial expansion of the Islamic State
group is an exception in the general history of terrorism, as it



36 Digital Jihad. Online Communication and Violent Extremism

is the most elaborate example of an organisation which tran-
scended the realm of terrorism to become a proto-state capable
of exercising effective control over millions of people.

The group was able to maintain an unprecedented level of
propaganda production, maintaining high standards of tech-
nical and narrative quality, without experiencing excessive os-
cillations despite the deaths or detention of its members'. The
propaganda activity of the group was fully institutionalised;
standardised procedures made it possible for the people who
performed these functions to be easily replaced'.

However, the propaganda practices observed in the Islamic
State can hardly be extrapolated to any other terrorist organi-
sation. While the terrorism ecosystem is characterised by scant
resources and the need to operate in a hostile environment, the
organisation under the leadership of al-Baghdadi enjoyed a sta-
ble territorial base, generous economic and material resources,
and the ability to select the most skilled activists from thou-
sands of supporters around the globe®.

On the contrary, mainstream terrorist organisations have a
clear tendency to integrate a small number of militants into
their structure'®. This option allows them to operate with great-
er security than structures which mobilise a large number of
activists, which require bureaucratised management and con-
tinuous processes of communication and control among their
members. The logistics required to manage a large organisa-
tion can be counterproductive for actors who need to operate
clandestinely.
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The numerical constraint has an enormous impact on the abil-
ity of these organisations to engage in effective public commu-
nication activity. The number of candidates wishing to occupy
the role of propagandist is quite small, which makes it difficult
to be selective, especially when 